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Abstract: We propose and experimentally demonstrate a high-speed physical key 
distribution scheme based on chaos synchronization between a pair of multi-
longitudinal-mode Fabry-Perot lasers commonly driven by a super-luminescent diode. 
Synchronization of modes with same wavelength in two lasers and desynchronization 
of the modes with difference wavelength are demonstrated. In the scheme, two modes 
are filtered as the entropy source. The legitimate users select one of the modes randomly 
and independently as output signals. The rules of selections are exchanged as private 
keys. When the selection of mode is same, the output signals are synchronized. By 
sampling and quantizing chaotic signals and comparing modulation information, we get 
consistent keys. In this work, key distribution with high speed of 1.67Gb/s are realized 
over 160km optical fiber with dispersion compensation. 
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1. Introduction 
Key distribution is a fundamental issue in the secure communication. One-time-pad 
encryption, which is recognized being absolutely secure, requires secure and high-
speed key distribution. Currently used key distribution based on mathematical 
algorithm has risk of exhaustive attack. To address the security problem, the physical 
key distribution schemes have been proposed and demonstrated [1-6], such as quantum 
key distribution [1,2], fiber-laser-based key distribution [3,4], and Johnson noise-based 
key distribution [5,6]. However, the key distribution rate in the aforementioned schemes 
is much lower to Mb/s, while communication rate has reached Gb/s level. Therefore, 
high-speed key distribution is an urgent research topic. 
Chaotic key distribution is a recently proposed scheme, which is based on chaos 
synchronization [7-14] and random keys generation [15-23]. Uchida et al. firstly 
proposed and experimentally demonstrated chaotic key distribution by switching 
synchronization of two optical-feedback lasers commonly driven by a random-phase 
light [24-26]. The chaos synchronization is sensitive to parameters mismatching 
between the response lasers, so the security can be guaranteed. However, due to the 
long synchronization recovery time, the key distribution rate is limited to 182 kb/s. By 
using unpredictable dynamic fiber delay line unpredictable dynamic fiber delay line [27] 
or symmetric random-polarization optical injection in vertical-cavity surface-emitting 
lasers (VCSELs) [28], Jiang et al numerical demonstrated high-speed key distribution 
at Gb/s level. However, the switching speed of fiber delay line and random-polarization 
controller may limit the practical rate of key distribution. Moreover, the residual 
correlation between the drive signal and the response output could lower the security 
of key distribution. Therefore, further research is necessary to enhance the rate of 
chaotic key distribution. 
In this work, we propose and experimentally demonstrate a high-speed physical key 
distribution scheme based on chaos synchronization between multi-longitudinal-mode 
lasers subject to injection of super-luminescent diode (SLD) transmitting through 160 
km optical fiber with dispersion compensation. A key distribution rate of 1.67 Gb/s is 
achieved, with bit error rate (BER) of 1.8×10-3. 
2. Principle and Experimental Setup 
The schematic diagram of the key distribution scheme based on synchronized multi-
mode lasers is illustrated in Fig. 1. The SLD is used as a driver laser to drive the 
response Fabry-Perot (F-P) lasers synchronized after long-distance transmission with 
dispersion compensation, and the response lasers have macheted internal parameters. 
Then response lasers are both filtered by dense wavelength division multiplexers 
(DWDM) into two modes with different wavelength (λ1 and λ2). The legitimate users 
(Alice and Bob) select one of the two modes randomly and independently using 
intensity modulators controlled by random number generators (RNG), and when the 
random code is ‘1’, λ1 output, when ‘0’, λ2 output. When the random codes of two 
response lasers are same, synchronization is achieved, otherwise they are non-
synchronized. These control random codes act as private keys (i.e. PA and PB). The 
chaos waveforms after modulation are sampled and quantized by double-threshold 
method and two random number sequences (i.e. XA and XB) are generated. Alice and 
Bob exchange private keys through an authenticated public channel and deposit the 
pairs (PA, PB, XA) and (PB, PA, XB) in their data recorders. Then they distill consistent 
secret keys (KA and KB) from sequences by retaining the bits when PA=PB. Thus, the 
key distribution is realized. 
.  
FIG. 1 (color online). Schematic diagram of key distribution based on mode-keying 
synchronization of Fabry-Perot lasers subject to common SLD injection. SLD, super-
luminescent diode; F-P laser, Fabry-Perot laser; DWDM, dense wavelength division multiplexer; 
RNG, random number generator; PD, photodetector; ADC, analog-to-digital converter. 
The experimental setup of our scheme is shown as Fig. 2. We use a SLD (Thorlabs, 
SLD1005S) as driver and two F-P lasers (GTLD-5FPBU10FA14) as response A and 
response B. A wideband optical signal is generated from SLD and pass through optical 
isolator (OI) to ensure unidirectional transmission. We insert a tunable filter (TF) 
(YENISTA, XTM-50) to reach higher synchronization coefficient and an erbium-doped 
fiber-optical amplifier (EDFA) (KEOPSYS) to reach enough high power to transmit 
through long-distance optical fiber and inject into response lasers. The filtered drive 
signal is divided into two beams by an optical coupler (OC) and transmit through 
132km single mode optical fiber and 28km dispersion compensation optical fiber. The 
polarization direction is adjusted by polarization controller (PC) to be matched which 
is one of the conditions to achieve synchronization. The optical isolator (OI) of each 
beam is used to obtain unidirectional injection into response lasers. The injection power 
is regulated by variable optical attenuator (VOA). The output of response lasers is 
filtered and divided into two modes with different wavelengths by dense wavelength 
division multiplexer (DWDM). Two modes are modulated by electro-optic modulators 
(EOM) which are controlled by complementary random numbers produced by random 
number generator (RNG). The chaotic waveforms of two modes randomly output as 
entropy source to generate random number sequences. These chaotic signals are 
detected by photodetectors (PD, FINISAR, XPDV2120R-VF-FP) with bandwidth of 
50GHz and respectively of 5 GHz. A digital real-time oscilloscope (Teledyne LECROY, 
LABMASTER10ZI) with 36 GHz bandwidth is used as the analog-to-digital converter 
(ADC) to capture time waveforms and a radio-frequency (R-F) spectrum analyzer 
(ROHDE&SPECTRUM, FSW50) with 50 GHz bandwidth is used to record spectrum 
of response lasers. An optical spectrum analyzer (APEX, AP2041-B) with a resolution 
of 40 fm is used to measure the optical wavelengths of SLD and two response lasers. 
The two response lasers do not have optical feedback, which is known as open-loop 
configuration. 
The center wavelengths and relaxation oscillation frequencies of response lasers are 
adjusted by temperature controllers (ILX Lightwave LDT-5412) and laser drivers (ILX 
Lightwave, LDX-3412) to make them as similar as possible. We set the bias currents of 
the drive SLD, F-P laser A and F-P laser B to 400.0 mA (3.25Ith,d, Ith,d=123 mA), 11.3 
mA (1.14Ith,r1, Ith,r1=9.89 mA) and 11.0 mA (1.13Ith,r2, Ith,r2=9.73 mA) respectively, 
Where Ith is the threshold current. The free-running output power are 13.56 mW, 325 
μW and 336 μW. We adjust the optical wavelengths of the response lasers by changing 
the temperature controllers. We set the temperature controllers to 10 KΩ，corresponding 
to 25.0 ℃ in driver SLD laser, 26.0 ℃ in response A and 26.9 ℃ in response B. The 
center wavelength and the relaxation oscillation frequency of response lasers are 
matched with these set of response lasers. 
 FIG. 2 Experimental setups of scheme. SLD, super-luminescent diode; OI, optical isolator; TF, 
tunable filter; EDFA, erbium-doped fiber-optical amplifier; OC, optical coupler; SMF, signal-
mode fiber; DCF, dispersion compensation fiber; PC, polarization controller; VOA, variable 
optical attenuator; F-P laser, Fabry-Perot laser; DWDM, dense wavelength division multiplexer; 
EOM, electro-optic modulator; RNG, Random number generator; PD, photodetector. 
3. Chaos Synchronization of F-P Lasers 
The center wavelength of the SLD is 1559.880 nm with the linewidth (full-width 
half-maximum) of 47.420 nm (5.93 THz) which is much broader than the response 
lasers. A tunable filter is used to filter out 5 nm of SLD signal to reach higher correlation 
values, as shown black line in Fig. 3(a), corresponding four modes of response lasers. 
The center wavelengths of each mode in the free-running response F-P lasers (blue and 
red) in Fig. 3(a) are matched and the mode interval is 1.360 nm. The filtered SLD is 
offset 30 dB of optical spectra of free-running F-P lasers. When the drive signal from 
SLD is injected into the response lasers, the optical wavelengths of response lasers 
move to long wavelength. Then we exactly match the center wavelengths of response 
lasers as shown as Fig. 3(b) by slightly regulating the temperature controllers. The mode 
linewidth is 0.082 nm. Wideband and similar chaotic R-F spectrums of the response 
lasers are also observed (blue and red line) in Fig. 3(c). Bandwidth of about 24 GHz 
provides the possibility to increases rate of key distribution to Gb/s level. The relaxation 
oscillation frequencies of response lasers adjusted by bias currents are matched at 2.664 
GHz. Fig. 3(d) and 3(e) show the time waveforms and the correlation plots of the 
response lasers with injection of SLD. The time waveforms have high similarity, and 
the correlation value is achieved to about 0.96 before long-distance transmission and 
about 0.93 after transmitting 160km. Fig. 3(f) shows the histogram of the values of the 
sliding cross-correlation value for sliding windows of 1ns. The histogram clearly 
indicates a high value of the sliding cross correlation with the most frequent value of 
0.9325. We also calculate the correlation value between the SLD and the response lasers, 
and there is no correlation with the correlation value is 0.065. 
 Figure. 3 Chaos synchronization of chaotic F-P lasers with SLD injection. (a)optical spectra of 
filtered SLD (black ) and free-running F-P lasers (blue and red), (b) chaotic optical spectra of 
response lasers with injection, (c) chaotic R-F spectrum, (d) chaotic time waveforms, and (e) the 
chaotic correlation plots, (f) long-term quality of the synchronization states measured via sliding 
cross-correlation. 
We filter out two modes with different wavelengths from both multi-mode response 
lasers. The center wavelengths of the two modes are 1546.408 nm and 1547.768 nm as 
λ1 and λ2. Fig. 4(a1-a3) show the optical spectra, time waveforms, and the correlation 
plots of two modes with same wavelengths (i.e. λ1 and λ1). Synchronization is achieved 
and the correlation value reaches to 0.9363. Fig. 4(b1-b3) display the optical spectra, 
time waveforms, and the correlation plots of two modes with different wavelengths (i.e. 
λ1 and λ2) and the correlation value is about 0.1. Therefore, there is little correlation 
between response lasers when the wavelengths of two modes are different. Users 
randomly select modes with the same or different wavelengths to achieve conversion 
between synchronization and desynchronization of response lasers.  
 
FIG. 4. Synchronization of same modes and desynchronization of different modes. (a1, b1) The 
optical spectra, (a2, b2) time waveforms and (a3, b3) the correlated plots of two modes with 
same wavelengths and different wavelengths. 
Fig. 5(a-c) show the influence of parameters detuning on the synchronization 
between the modes with same wavelengths (i.e. λ1 and λ1), and the parameters are center 
wavelength, injection power and bias current. We vary the parameter values of the 
response B, while fixed that of response A, and the detuning value is defined as the 
parameter values of response B minus that of response A. The correlation value of 
response lasers shows the maximum of 0.9363 when the parameters are matched, and 
therefore, parameters should be matched to achieved synchronization, as previous 
research [19]. The correlation value is over 0.8 in the wavelength detuning range of -
0.05 nm<Δλ<0.05 nm (-6.25 GHz<Δν<6.25 GHz), in the injection power range of kinj >-
160 μW and in the bias current range of -1.5 mA<ΔI<1.5 mA. The influence trend is 
symmetrical in the positive and negative wavelength detuning range, and asymmetrical 
in the injection power and bias current detuning. When injection power is negative 
detuning and bias current is positive detuning, the ratio of injection power and output 
power of response B is decrease substantially, so the synchronization value reduces 
obviously. Otherwise, the injection power detuning increases positively and bias current 
detuning decreases negatively results the synchronization value decrease slightly 
because that increasing the ratio of response B weakly effect on the synchronization 
state. 
 
FIG. 5. Cross correlation between the modes with same wavelength as a function of parameter 
detuning of (a) center wavelength, (b) injection power and (c) bias current. The parameter value 
of the response B is changed, while that of response A is fixed. The value of ‘parameter detuning’ 
of 0 on the horizontal axis means parameter matching condition.  
4. High-speed Secret Key Distribution 
In this section, we experimentally demonstrate high-speed key distribution between 
the F-P lasers based on common-signal-induced synchronization. We set the parameters 
matching to ensure the synchronization coefficient reach maximum when the selection 
of mode is same, while the difference value is maximal between synchronization and 
desynchronization. Two modes with different wavelengths are filtered out from both 
response lasers to being entropy source. Users select one of the two modes randomly 
and independently as output chaotic signals by using complementary modulation. We 
realize a binary intensity modulation using 0 V and 1 V-amplify shifts with a return-to-
zero (RZ) format. 
  Fig. 6(a) shows the time waveforms of response lasers, the voltage of modulators and 
the short-term cross correlation values. The voltages of the modulators of Alice and 
Bob vary randomly and independently, which are controlled by random number 
generators. When the voltages of the modulators are same (i.e.11 or 00), the output 
chaotic signal are synchronized and the short-term correlation shows large values of 
about 0.93. When the voltages of the modulators are different (i.e. 10 or 01), the time 
waveforms have little similarity and the short-term correlation values are low to 0.2. 
The time window of short-term correlation is 1ns. 
  Fig. 6(b) shows the enlarged view of the transformation of desynchronization and 
synchronization when the selections of modes of two users change from different to 
same. The synchronization conversion time in this scheme of key distribution is 
attributed to the electrical level switching time of random number generators which is 
about 1ns in this experiment. Therefore, the rate of key distribution increases 
significantly. 
 
FIG. 6. (a) The time waveforms of response lasers (red and blue), the voltages of the intensity 
modulators (olive and wine) randomly and independently controlled by random number 
generators and the short-term cross correlation (orange) between the outputs of response lasers. 
The time window is 1ns. (b) The enlarged view of (a).  
Using the transformition characteristic of synchronization shown in Fig. 6, we 
generate secret keys using the protocol as follows: The drive signal from SLD is 
injected into the response F-P lasers to generate complex optical time waveforms. Users 
filter out two modes (i.e. λ1 or λ2) and modulate them randomly and independently to 
output one as chaotic entropy source.The modulation codes are used as private keys. 
Alice and Bob extract the secret keys from the output chaotic signals by quantizing and 
sampling. Two random number sequences are recorded and distilled by comparing the 
private keys which are exchagned via pubic channel , and then random numbers are 
retained as consistent secret keys when the private keys are same. 
We employ double-threshold method [25] to quantify and sample the chaotic time 
waveforms to extract random numbers. We set the two threshold values as follows: 
𝐼௧௛,௨ = 𝑚 + 𝐶ା𝜎 
𝐼௧௛,௟ = 𝑚 − 𝐶ି𝜎 
Where Ith,u and Ith,l are the upper and lower threshold values; m is the mean of the 
time waveform;σ is the standard deviation of the time waveform; C+ and C- are the 
coefficient to determine the two threshold values. A bit ‘1’ is obtained when the sampled 
intensity is larger than the upper threshold Ith,u; A bit ‘0’ is obtained when the sampled 
intensity is smaller than the lower threshold values Ith,l and no bit is induced when in 
the interval between Ith,u and Ith,l. The sample frequency is 16 GHz, which is determined 
by the coherent time of output chaotic signals.  
With different threshold values, we calculate the ratio of the code “0” and code “1” , 
bit error rate (BER) and key generation rate of secret keys generated from response 
lasers, as shown in Fig. 7(a-b). In Fig. 7(a), the threshold values on the dot line make 
the ratio of code ‘1’ and code ‘0’ equals to 1 to ensurement of the randomness of the 
secret keys [29]. Then we calculate the BER and the key generation rate at the threshold 
values on the dot line. The key generation rate and the BER both decrease as the 
threshold value increases, and the key rate reaches to 1.67 Gb/s when the BER is 
1.8×10-3. If we sample one code from every modulation bit, i.e. the sample frequency 
is 1 GHz, the secret keys generation rate is 104 Mb/s. Comparied with the reported 
results, the speed of secret key distibution is greatly improved. The secret keys 
generated in this scheme pass all 15 tests of the NIST, results are shown in the table I. 
Using 100 samples of 1Mbit data and significant level α=0.01, for “Success”, the P-
value should be larger than 0.0001 and theproportion should be in the range of 0.99 ± 
0.0094392. 
 
FIG. 7. (a) The ratio of bit ‘0’ and bit ‘1’ as a function of the two threshold coefficients C+ and 
C-. The dot line indicates a ratio to be 1. (b) The bit error rate (BER) (red square line) and the 
secret keys generation rate (blue triangle line) as a function of the threshold coefficients on dot 
line of (a). 
Table I. Results of NIST test of secret keys generated from response lasers. For tests which 
produce multiple p-values and proportions, the worst case is shown. 
Response laser A           Response laser B 
Statistical test  P-value Proportion  P-value Proportion Results 
Frequency 0.262249 0.9875  0.77918 0.9864  Success 
Block Frequency 0.236810 0.990625  0.213309  0.9825 Success 
Cumulative Sums 0.65793 0.9917  0.883171  0.9920 Success 
Runs 0.213309 0.9864  0.191687  0.9885 Success 
Longest Run 0.383827 0.9917  0.739918  0.9865 Success 
Rank 0.085587 0.9823  0.616305  0.9902 Success 
FFT 0.319084 0.9808  0.779188  0.9867 Success 
Non-Overlapping Template 0.935716 0.9917  0.191687  0.9934 Success 
Overlapping Template 0.574903 0.984375  0.494392  0.9864 Success 
Universal 0.122325 0.986458  0.213309  0.9924 Success 
Approximate Entropy 0.911413 0.9917  0.699313  0.9853 Success 
Random Excursions 0.804337 0.98273  0.637119  0.9934 Success 
Random Excursions Variant 0.534146 0.99136  0.437274  0.9952 Success 
Serial 0.574903 0.9958  0.455937  0.9834 Success 
Linear Complexity 0.779188 0.9875  0.983453 0.9864 Success 
5. Conclusion 
  We experimentally realize high-speed key distribution with the rate of 1.67 Gb/s and 
BER of 1.8×10-3, based on chaotic synchronization between two F-P lasers subject to 
injection of SLD transmitting through 160 km optical fiber with dispersion 
compensation. It is demonstrated that the modes with same wavelength are 
synchronized and the modes with different wavelength are uncorrelated. Users filtered 
out two modes with corresponding wavelengths of λ1 and λ2 as chaotic entropy source. 
One of the two modes is randomly and independently selected as output chaotic signals 
in two response lasers respectively. The rules of selections are exchanged as private 
keys. Random sequences are generated from output chaotic signals by double-threshold 
quantization method. By comparing the private keys, the users can distill consistent 
keys. 
In this scheme, mode-keying technology is used to switching the synchronization of 
two output chaotic signals. Furthermore, high-speed key distribution is realized at Gb/s 
level. This work enlightens that keying technology may be an effective method to 
improve the rate of key distribution. 
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